Uputstvo za instalaciju agenta za sajber bezbedonosnu zastitu operativnog sistema
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1.Uvod

Ovo je uputstvo za instalaciju agenta za sajber bezbednosnu zastitu Windows servera i
radnih stanica. Dokument sadrZi slede¢e osnovne delove:

1. Priprema pre instalacije - osnovne informacije koje trebate znati kako bi ste bili u
mogucénosti da izvrsite instalaciju

2. Uputstvo za instalaciju SentinelOne legacy agenta za stare (legacy) operativne
sisteme (Windows 2003, Windows XP, Windows 2008, Windows 7). Ovo su stari
operativni sistemi i traze vise koraka pri instalaciji - instaliranje patch-eva, dodavanje
sertifikata i na kraju sama instalacija agenta

3. Uputstvo za instalaciju regularnog SentinelOne agenta za regularne (non
legacy) operativne sisteme. Ovo su noviji operativni sistemi i instalacija je
jednostavna - neophodno je samo pokrenuti instalacije i ubaciti token tokom
instalacije, sav ostali proces je automatizovan i ne trazi dodatne akcije. SentinelOne
trazi najmanje resursa za instalaciju i tokom operacija.

4. Uputstvo za instalaciju TrendMicro agenta za regularne (non legacy) operativne
sisteme. Ovo su noviji operativni sistemi i instalacija je jednostavna - neophodno je
samo pokrenuti instalacije i ubaciti token tokom instalacije, sav ostali proces je
automatizovan i ne trazi dodatne akcije. SentinelOne trazi najmanje resursa za
instalaciju i tokom operacija.

2.Priprema pre Instalacije

21. Definisani pojmovi:

- legacy agent - Agent koji se instalira na starim (legacy) masinama poput
(Windows 2003, Windows XP, Windows 2008, Windows 7)

- non legacy agent: Agent koji se instalira na svim ostalim operativnim
sistemima koji nisu definisani kao stari (legacy) operativni sistemi
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2.2. Fajlovi potrebni za instalaciju:

Fajlove koji su potrebni za instalaciju mozete preuzeti na dve lokacije:

1. Share direktorijum na putaniji
2. Preko linka - https://updates.ast.co.rs/sentinelone/
Name Last modified Size [Description

3 Parent Directory
L

token.txt 2025-08-15 12:57 169
WindowsXP-KB968730-x86-ENU. exe 2025-88-15 12:55 735K
WindowsServer2803.WindowsXP-KB968730-x64-ENU. exe 2025-88-15 12:55 1.4M
WindowsServer2003-KB968730-x86-ENU. exe 2025-88-15 12:55 732K
SentinelOnelnstaller.exe 2025-88-15 12:55 62M

SentinelOnelnstaller-64bit windows_legacy w2 1 @ 93.exe 2025-88-15 12:55 2.7M

SentinelOneInstaller-32bit windows legacy w2 1 @ 93.exe 2025-88-15 12:55 2.7M

KB968730 Microsoft hotfix files all languages.zip 2025-88-15 12:55  55M
Certificates.zip 2025-08-15 12:55 1.0K
Certificate path.png 2025-88-15 12:55 58K

2.3. Objasnjenje fajlova

token.txt - fajl koji sadrzi token koji se koristi u instalaciji agenta na novijim
sistemima (Windows 8, Windows 10, Windows 11)
WindowsXP-KB968730-x86-ENU.exe - Dodatni program koji je potreban pri
instalaciji legacy agenta na Windows XP sistemu.
WindowsServer2003.WindowsXP-KB968730-x64-ENU.exe - Dodatni
program koji je potreban pri instalaciji agenata na WindowsXP ili Windows
Serveru 2003 i koji su na 64bit arhitekturi.
WindowsServer2003-KB968730-x86-ENU.exe - Dodatni program koji je
potreban pri instalaciji agenata na Windows Servere 2003 i koji su na 32bit
arhitekturi.

SentinelOnelnstaller.exe - Program koji je potrebno instalirati na novije
sisteme (Windows 10, Windows 11)
SentinelOnelnstaller-64bit_windows_legacy_v2_1_0_93.exe - Program
koji je potrebno instalirati pri instalaciji legacy agenta na sistemu koji su na
64bit arhitekturi.

SentinelOnelnstaller-32bit_windows_legacy _v2_1_0_93.exe - Program
koji je potrebno instalirati pri instalaciji legacy agenta na sistemu koji su na
32bit arhitekturi.

Certificates.zip - zip fajl koji je potrebno otpakovati i u kome se nalazi
sertifikat koji je potrebno instalirati na legacy sistemima.

Certificate path.png - Slika na kome su prikazani koraci za instalaciju
sertifikata od strane Microsoft-a. (svakako je ovo obradeno u koracima ispod)
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3.Uputstvo za utvrdivanje koja je arhitektura
sistema

Postoje dve mogucénosti kako mozete videti o kojoj arhitekturi je rec:
1. Desni klik na My Computer > Properties

I-’ Administrator & dvanced

Internet J My Documents
Internet Explarer - ratorrsystemi
My Recent Documents #
Ql E-mail LD P3
| utlook Express ; ) [% £t Windouws XP
_i‘) My Pictures I8 Service Pac
) » ft Corporat :i.c_r
'@ Tour Windows =P =/ My Music ;gggo‘;’g ::kg::.gg 1
m Open
\, MSh P
Explore

Bﬂ Conkrol Pan|  Search...
® Windows Media Player Manage

Set Prograr

] Defaults Map Metwork Drive. .,
"ﬁ Windows Messenger |l,‘é Printers anc  Disconnect Metwoark Crive, ..
s | Files and Settings Transfer \ Show on Desktop
Wizard t_‘/] Helpand U perame
o [ Prompt /') Search Propetties

E‘ Run...
'| Log CFf [6| Turn OFF Computer

All Programs D

2. Ukoliko se tu ne vidi neSto poput 32bit ili 64bit ovo je alternativni nacin:

Start > Run > cmd

_ Type the name of a program, Folder, document, or
5 Internet resource, and windows will open it far you.

Open: | vl

I QK H Cancel H Browse. .. l




Uputstvo za instalaciju agenta za sajber bezbedonosnu zastitu operativnog sistema

Zatim upisati komandu ,systeminfo® u konzoli. Potraziti nesto sto je nalik “system
type“

AWINDOWS\system32\emd. exe

Microsoft Windows HP [Uersion 5.1.26801]
¢G> Copyright 1985%-2881 Microsoft Corp.

C:~Documents and Settings“Administratorrsysteminfo

Hozt Mame: UIHZP-5P3

05 Mame : Microsoft Windows RP Professional
05 Uersion: 5.1.268A Service Pack 3 Build 26688
0% Manufacturep: Microsoft Corvporation

0% Configuration: Standalone YWorkstation

05 Build Type: Multiprocessor Free

Regiztered Ouner: vhoxuszer
Regiztered Organization:

76487-640-8834005-23246
8-.18-20025, 12:14:58 AM
A Days. B Hours, 2 Minutes,. 3 Seconds
Buystem Manufacturer: innotek GmhH
Suystem Model: Wit Do
System type: #86-bazed PC
Processoris): 1 Processorts’? Installed.
I [B1]1: xB86 Family 25 Model 68 Stepping 1 AuthenticAMD
=z

BIOE Uersion: UBOQH -1
Windows Directory: CzWINDOUS
Sustem Directory: G HWINDOWS“systemd2

4.Uputstvo za instalaciju SentinelOne legacy
agenta

Napomena: Voditi raCuna koja je arhitektura racunara i u zavisnosti od toga izabrati
korektne dodatne programe i agent instalacije. Koraci su isti za bilo koju arhitekturu:
1. patching operativhog sistema, kao pred korak instalacije (u zavisnosti od

verzije sistema, razliCiti patch treba primeniti)
2. dodavanije sertifikata agenta (koji je isti za sve verzije OS-a)
3. Instalacija SentinelOne agenta

Ovaj proces instalacije se primenjuje za instalaciju na slede¢im legacy operativnim
sistemima: Windows XP, Windows 2003, Windows 2008, Windows 7

* U sledeéim koracima instalacija ¢e biti prikazana na Windows XP SP3 32b sistemu.

1. Korak: Instalacija WindowsXP-KB968730-x86-ENU.exe
-Kliknuti ,Run®
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E .

Open File - Security Warnning

Do you want to run thiz hle?

Mame: ‘WindowsxP-KEI6E7I0-x36-ENU, exe -h

Publizher: Microzoft Corporation

Type: Application

Fraom: CiDocuments and SettingsiAdministratorDeskiop

[ Run ][ Cancel l F_ﬁ

Always azk before opening this file

paotentially harm wour computer. Only run softveare from publizhers

@ YWhile files from the [nternet can be uzeful, this file type can
wou trust, What's the risk’?

- Klinknuti ,Next*

Software Update Installation Wizard

|z this wizard o inztall the following software update:

Hotfix for wWindows XP
(KB968730)

Before vou inztall thiz update, we recommend that pou;

- Back up pour system
- Cloze all open programs

Y'ou might need to restart your computer after you complete
thiz update. To continue, click Mext.

| MHest » | Cancel

-Kliknuti ,| Agree®i ,Next*
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Software Update Installation Wizard

License Agreement !" |

Pleasze read the following licenze agreement. To continue with setup,
@ wou ust accept the agreement.
FLEASE MOTE: Microgzoft Corporation [or bazed ~
on where you ive, ane of itz affiliates]
licenses thiz supplement to you, The
zupplement iz identified for use with ane ar
more Microzoft operating system praducts [the
‘software’]. You may use a copy of this
supplement with each walidly licensed copy of

the zoftware. v'ou may not use it if you do
not have a license for the software, The

" | Do Mat Agree {* | Agree Frirt

< Back | MHest » | Cancel |

Software Update Installation Wizard

Completing the Hotfix for
windows XP (KB968730)
Installation Wizard

You have successfully completed the KBI83730 Setup
Wizard.

To cloge thiz wizard, click Finizh.

| Finizh |

2. Korak: Instalacija Sertifikata
- Kliknuti na Run i upisati MMC
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I Consalel

Run

Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

Open: | MMIZ W |

Ok J[ Cancel ][ Erowse, .. ]

i Start

- File > Add/Remove Snap-in...

iti Console1

|.ﬁ.|:tiu:un Wiew  Favoribes  Window  Help

et ZErlHR
Cpen. .. Chrl+0
Save Chr+5
Save hs...

Add/Remove Snap-in... ZErl+M
Options, ., & no items o shiow in Ehis wigw,

1 CHWINDOYW S system 32 services
2 Consolel

Exxit

Enables vou to add snap-ins to or remove them From

- Kliknuti na Add.. > Certificates > Add
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- Add/Remove Snap-in

Standalone | Extensions |

Use this page to add or remove a stand-alone snap-in From the console,

Snap-ins added to: |a Consale Rook

Add Standalone Snap-in

Awailable standalone snap-ins:

Snap-in Yendor
g:fl.ﬁ.ctivex Zonkrol Microsoft Corporation
& L Certificates Microsaft Corporation
@Cnmpnnent Services Microsaft Corporation
QCDmputer Management Microsaft Corporation
Description Device [Manager Microsaft Corporation
E%Disk Defragrmenter Micrasaft Corp, Execut, .,
gDisk Management Microsaft and YERITAS. ..
Event Wigmer Microsaft Corporation
[ dFalder Microsoft Corporation

Grnup Palicy Ohiject Editar Microsaft Corporation

Descripkion
The Certificates snap-in allows you to browse the contents of the
certificate stores For vourself, a service, or a computer,

- Selektovati ,Computer Account > Next"

g Commadnlamn Cmnn im [ [ | I
Certificates snap-in

Thig =nap-in will always manage certificates for:
() My usger account
() Service account

(%) Computer account

« Back L fest >
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- lzabrati ,Local computer® >  Finish*
Itl.l.l Ctomdalamn Boan im =3l ‘-—ﬂ

Select Computer [zl

Select the computer you want thiz shap-in to manage.
Thiz snap-in will ahways manage:

(*) Local computer: [the computer this console is minning on)

) nather computer; | Erowse. ..

[ Allaw the: selected computer ta be changed when launching from the command line. This
only applies if you save the conzole.

< Back ” Finish ][ Cancel ]

- Nakon toga i¢i na ,,Close*

Available standalone snap-ins:

: [ Snap-in Yendor S

| ﬂ.ﬁ.ctivex Conkral Microsoft Corparation

Lo @Certiﬁcates Microsoft Corporation
@Cumpunent Services Microsoft Corporation
QCDmputer Managemenk Microsoft Corporation L3
Device Manager Microsoft Corporation
@Disk Defragmenter Microsoft Corp, Execut, .,
gDisk Managerment Microsoft and VERITAS. ..
Event Wigmwer Microsoft Corporation
[dFalder Microsoft Corporation

- Gru:uup Policy Object Editar Microsoft Corporation b
Descripkion

The Certificates snap-in allows wou ko browse the contents of the
certificate stares For vourself, a service, or a computer,

- fdd
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- Vratiti se na pocCetku i selektovati ,Certificates” tab i izabrati , Trusted
Root Certification Authorities®

T Console2

File  Action  Wiew  Favorites  Window  Help

«» B@E e BR 2

i) Console Root\Certificates {Local Computer)

(1 Console Root Logical Store Name

@ Certificates (Local Computer) E3Personal

5 Trusted Root Certification Authorities
DEnterprise Trusk

[[dintermediate Certification Autharities
[CATrusted Publishers

[Cduntrusted Certificates
[:IThird-Party Rook Certification Authorities
[ATrusted People

(spc

£ 1T

Trusted Root Certification Authorities store contains 10

- Desni klik na ,Certificates” > ,All Tasks® > ,Import*

e

‘iti Console?

File  Action \Miew Fawaorites  Window  Help

e~ B@E e R @

i Console Root\Certificates (Local Computer)\Trusted Root Cer... |:||E X|

D Consale Roaok M| Issued To
EI@ Certificates {Local Computer) E=) Copyright (c) 1997 Micrasoft Corp,
D Persanal Elpeutsche Telekom Roak C4 1

EID Trusted Roaot Certification Author

: ElDeutsche Telekam Root C4 2
- —
b

(2 Enterprise m <

-2 Intermedis ]

Vi 4

ST (MRF) RookCa
-~ Trusted P Mew Window From Here
|27 Untrusted ST (LUP3) RookCa

-2 Third-Party  Mew Taskpad Yiew... 5T RaotCA =1

-2 Trusked Pe ST RookbCh K2
3 T Refresh ST

— Export List, .,

Conkains ackions that c

Help
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- Next > Browse i izabrati lokaciju sertifikata (Obavezno staviti ,Files of
type: All Files®), potom Open

a2 - _a WMRE___ 1

' Open

Laak i | [ Certificates

Elpigicert clobal oot Ca

My Recent
Documents

s

My Documents

File name: ‘ [ Open ]

MyNetwork  Filesoftype: IR | Cancel |

- Dalje i¢i Next > Next > Finish
| Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

\Windows can autamatically select a certificate store, ar you can specify a lacation For
) Aukomatically select the certificate store based on the type of certificate
(%) Place all certificates in the Following store

Certificate skore:

| Trusted Rook Certification Authorities | [ Browse. ..

[ < Back ” Mext = ][ Zancel

11
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_———_m

| Certificate Impgrt Wizard

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Impoart
wizard,

You have specified the Following settings:

Cettificate Store Selected by User  Trusked Roak Certific.
Zankent PKCS #7 Certificates
File: Mame CADocuments and Se

< Back ” Finish l [ Zancel

3. Korak: Instalacija SentinelOne Legacy Agenta (ako je masina 32b
instalirati SentinelOnelnstaller-32bit_windows_legacy 2 _1_0_93.exe)

E .

Open File - Security Warning

-
B

The publizher could not be venfied. Are you sure you want to
run this zoftware?

Mame: ...nelnstaller-32bit_windows_legacy_v2_1_0_93.exe h
Publisher: Unknown Publizsher
Type: Application

From: C:\Documents and SettingsiAdministratoriDeskiop

[ Fiun ] [ Cancel ] | —

Always azk before opening this file

publizher. Y'ou should only run software from publizhers vou tust,

@ Thiz file doez not have a walid digital signature that verifies its
How can | decide what software to run?

12
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Setup - Sentinel Agent 2.1.0.93

License Agreement
Please read the Following important information before continuing.

Please read the Following License Agreement, Yaou must accept the terms of this
agreement before continuing with the installation.

SentinelOne End User License Agreement =
(EULA)

IMPORTANT-READ CAREFULLY: BY
DOWNLOADING, INSTALLING, OR
OTHERWISE USING THE SOFTWARE

PDAn T AD DL IERIT ATIAKRD Wil |

@I accept the agreement
{1 do not accept the agresment

MNext = ]l Cancel

Setup - Sentinel Agent 2.1.0.93

Ready to Install
Setup is now ready to begin installing SentinelOne Agent on your computer.

Click Install to continue with the installation.

[ < Back ][ Install ][ Cancel ]
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Setup - Sentinel Agent 2.1.0.93

Completing the SentinelOne Agent
Setup Wizard

Setup has finished installing Sentinelone Agent on your
compuker,

Click. Finish ko exit Setup.

5.Uputstvo za instalaciju SentinelOne agenta
za non Legacy sisteme

Napomena: U zavisnosti od arhitekture operativhog sistema (x386 — x32bit ili
x64bit) izabrati odgovarajucu instalaciju

Napomena: Za instalaciju ovog agenta potreban je i fajl token.txt

* U primeru ispod je prikazana instalacija na Windows 10 (x64) operativhom
sistemu.

1. Korak: Pokrenuti program pod nazivom
SentinelOnelnstaller_windows_64bit v25 1 3 334.exe
U novom prozoru izabrati Yes

14
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Uzer Account Control

Do you want to allow this app to make
changes to your device?

"I' SentinelOne Installer

Verified publisher: SentinelCne Inc.
File origin: Hard drive on this computer

Show more details

Yes

2. Korak: U ovom koraku je potrebno iskopirati token koji se nalazi u fajlu
token.txt. Nakon toga izabrati Install dugme.

File Edit Format View Help
ey]lcmwiOiAiaHROcHMEL Y9 1dWNIMS@xMDkuc2VudGluZixvbm)
UubmVeIiwgInNpdGVfa2V5IjogImhkZWIxMGEWYmMAZGUWMTUS

Zj1iZGRmNjdkMDImOTE2NzEBNjMwNzEyNGIXNT1hYzcwZGRmYW
I120GZiYzEzNGEif(Q==|

# SentinelOne Agent - 25.1.3.334 - X

Ln1, Col 169 100% Welcome to the SentinelOne Agent Setup Wizard llll.

A token is required to install the Agent. If you do not have a token, contact your administrator,

Enter the Site Token or Group Token:

GUwMTU3ZjliZGRmMNjdkMD ImOTE 2MzEOMjMwNZEYNGIXNTIY zowZ GRmYWI20GZiY ZEzNGEIfQ ==

Click Install to install SentinelOne Agent with default options.

Click Advanced to change installation options.

v

3. Korak: Ukoliko restart raunara nece predstavljati problem, preporucuje se, ali
nije neophodno.

4. Znacete da ste uspeno instalirali agenta ako vam se pojavi ikonica u donjem
desnom uglu.

15
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SentinelOne

OVERVIEW

SECURE

6.Uputstvo za instalaciju TrendMicro agenta za
non Legacy sisteme

Napomena: Ova instalacija NE SME SE PRIMENITI NAD WINDOWS LEGACY (starim)
operativnim sistemima. U vise sudova je ukazano da TrendMicro pravi problem u
kolicini saobracaja, sto moze da utice na perfomanse drugih servisa koji koriste
Internet saobracaj. Za non legacy sisteme se ova instalacija moze primeniti ako nije uspela
instalacija SentinelOne agenta.

Sledeci koraci su potrebni:
1) Iz File Explorera otvorite lokaciju \JACK\Share\TM

il = | \WWACK\Share\TM - m} X
|“ Home Share View (7]
« i MACK\Share\ I Search TM p

B Desktop ! Name Date modified Type Size
Z& OneDrive packages 7/11/2025 5:19 PM File folder
& Predrag Cvetkov (?) config,json 7/11/2025 5:19 PM JSON File 3KB
B This PC Q EndpointBasecamp.exe ‘ 11/2025 5:31 PM Application 8,803 KB
P 3D Objects
I Desktop
|5] Documents
4 Downloads
J! Music
&= Pictures
B Videos
‘ia Local Disk (C:)
s DVD Drive (D2)
1 Libraries
¥ Network
3 items =zl =

16
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2) Pokrenuti EndpointBasecamp.exe dvo-klikom, Cime ¢e se otvoriti crni
prozor kao na slici ispod:

8 @ \UACK\Share\TM\EndpointBasecamp.exe

‘4 Local Disk (C:)
&2 DVD Drive (D)
T Libraries

@ Network

! Jitems  1item selected 8.50 MB
{ | { I

I { J ! 111l L IIWH\§H_
3) Posle nekog vremena ispisace poruku ka na slici:

1 @ \UACK\Share\TM\EndpointB:

‘% Local Disk (C:)
= DVD Drive (D:)
i Libraries

b Network

i/

4) Pa nako

n par minuta sam ¢e se zatvoriti.

Time je proces instalacije TrendMicro agenta zavrsen.
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